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BATTERY PACK SECURITY AND AUTHENTICATION IC
FOR PORTABLE APPLICATIONS ( bgSECURE™)

Check for Samples: bq26150

FEATURES

Provides Authentication of Battery Packs
Through a Programmable CRC With a 96-bit
Unique Device ID

16 Bytes of User-Programmable Nonvolatile
Memory

12.5 KV IEC ESD Protection on HDQ Input

Small 5-Pin SC 70 package

APPLICATIONS

Cellular Phones

PDA and Smart Phones
MP3 Players

Digital Cameras

* Internet Appliances
Handheld Devices

e Internal Time-Base Eliminates External Crystal
Oscillator .

e Low-Power Operating: <30 pA

e Single-Wire HDQ Interface

e Powered Directly From the Communication
Bus

e Pass-Through HDQ Version Supports Existing
Packs With Gas Gauges

DESCRIPTION

The bg26150 provides a method to authenticate battery packs, ensuring that only packs manufactured by
authorized sub-contractors are used in the end application. The bq26150 uses a 96-bit unique device ID, device
unique 16-bit seed, and a 16-bit device specific CRC to provide security. The device ID, CRC seed, and CRC
polynomial coefficients are stored securely in each bg26150 device, allowing the host to authenticate each pack.

The bg26150 communicates to the system over a simple one-wire, bidirectional serial interface. The 5 kbits/s
HDQ bus interfaces reduces communications overhead in the external microcontroller. The bgq26150 also uses
the HDQ bus to charge an external capacitor that provides power to the bq26150.

TYPICAL APPLICATION

Optional Battery Monitor/Gas Gauge
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2 Please be aware that an important notice concerning availability, standard warranty, and use in critical applications of Texas
Instruments semiconductor products and disclaimers thereto appears at the end of this data sheet.

bgSECURE is a trademark of Texas Instruments.

PRODUCTION DATA information is current as of publication date.
Products conform to specifications per the terms of the Texas
Instruments standard warranty. Production processing does not
necessarily include testing of all parameters.
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‘ These devices have limited built-in ESD protection. The leads should be shorted together or the device placed in conductive foam
‘Y '\ during storage or handling to prevent electrostatic damage to the MOS gates.

AVAILABLE OPTIONS
Ta PACKAGE PART NUMBER
—20°C to 70°C 5-Lead SC 70 bg26150

ABSOLUTE MAXIMUM RATINGS®

UNIT
Vss Supply voltage (HDQ with respect to Vss) -0.3Vto7.7V
V| Input voltage (HDQP with respect to Vss) -03Vto7V
lo Output current (HDQ and HDQP) 5 mA
Ta Operating free-air temperature range —20°C to 70°C
Tstg Storage temperature range —65°C to 150°C
Ty Junction temperature range —40°C to 125°C

(1) Stresses beyond those listed under absolute maximum ratings may cause permanent damage to the device. These are stress ratings
only, and functional operation of the device at these or any other conditions beyond those indicated under recommended operating
conditions is not implied. Exposure to absolute-maximum-rated conditions for extended periods may affect device reliability.

RECOMMENDED OPERATING CONDITIONS

MIN  NOM MAX| UNIT
Supply voltage, HDQ pull-up 25 5 \%

T; Operating free-air temperature range -20 70 °C

ELECTRICAL CHARACTERISTICS
All parameters over recommended operating temperature and supply voltage range (unless otherwise noted)

PARAMETER TEST CONDITIONS MIN TYP MAX UNIT
C Input capacitance HDQ 400 pF
ta1 Power up communication delay Power capacitor charge time 100 ms
lcc Ve current Vee > Veemin 20 30 HA
V(poR) POR threshold Low-to-high 15 \%
Nonvolatile memory programming voltage 7.0 7.7 \%
Nonvolatile memory programming supply current —40°C tipeggrammj 7.3 Td (7.0)Tj EJT BT /F2 24.6 Td
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STANDARD SERIAL COMMUNICATION (HDQ) TIMING
over recommended operating temperature and supply voltage range (unless otherwise noted) See Figure 1

PARAMETER TEST CONDITIONS MIN TYP MAX| UNIT

Power up delay Power capacitor charge time 100 ms
t®) Break timing 190 us
t@eRr) Break recovery 40 us
tcven) Host bit window 190 us
tHwa) Host sends 1 0.5 50 us
tHwo) Host sends 0 86 145 us
trsPs) bg26150 to host response 190 320 us
tcvep) bg26150 bit window 190 250 us
towi) bg26150 sends 1 32 50 us
towo) bg26150 sends 0 80 145 us

Figure 1. HDQ Bit Timing Diagrams
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PIN ASSIGNMENT
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TERMINAL FUNCTIONS

TERMINAL
110 DESCRIPTION
NAME NO.
HDQ 1 1/0 | Single-wire HDQ interface to host
VSS 2,3 | Ground
HDQP 4 1/0 | Single-wire HDQ interface to 2nd HDQ device
PWR 5 /0 | Power capacitor
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APPLICATION INFORMATION

Optional Battery Monitor/Gas Gauge
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Figure 2. Typical Application Circuit

FUNCTIONAL DESCRIPTION

The bg26150 provides a simple and cost effective method to authenticate battery packs for end equipment.
Security is achieved through the use of a 16-bit CRC, a 16-bit CRC seed, a 96-bit device ID, and a 32-bit random
challenge. The CRC polynomial, CRC seed, and 96-bit ID are unigue from device to device, and are stored as
encrypted text in public memory, and as plain text in private memory. The host system can decrypt the
polynomial, seed, and ID values using a shared key that is stored in end-equipments memory. The encryption
method and shared key used to store the polynomial coefficients and the device ID can be selected by the
manufacturer. Contact Tl for information regarding specifics for encryption of the device ID and CRC polynomial
coefficients.

To authenticate a battery pack, the host reads the encrypted device ID, polynomial, and seed values. It decrypts
those values, then generates a 32-bit random challenge, which is transmitted to the bg26150. The bg26150 uses
the plain-text version of the polynomial coefficients and device ID, along with the 32-bit random challenge from
the host, to calculate the authentication CRC value. The host uses the polynomial coefficients, seed, and device
ID that it decrypted, along with the 32-bit random challenge it sent to the bq26150, to calculate the authentication
CRC value. When the host and bgq26150 have completed the calculations, the host can read the authentication
CRC value the bg26150 computed and compare to its own value. If the values match, the battery pack is
authenticated.

The bg26150 has a communication pass-through mode that allows it to be used in systems with an existing HDQ
based battery monitor or gas gauge. Once the battery pack is authenticated, the bg26150 can be put in
continuous pass-through mode, allowing the host system to communicate with a second HDQ device with no
additional overhead. A one-time pass-through mode is also available, allowing the host to communicate once to
the second HDQ device as needed.

The bg26150 obtains the power needed to run from the HDQ bus. An external capacitor is charged when the bus
is high and discharges while the bus is low. If the bq26150 is not authenticating or communicating and the HDQ
bus is low, the power is reduced and it enters sleep mode. If the bus is held low until the capacitor fully
discharges, the bgq26150 is disabled.

Copyright © 2005-2009, Texas Instruments Incorporated Submit Documentation Feedback 5
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flag to the host system that the message/authentication registers contain the calculated CRC value. The
bit is automatically cleared when the AUTH bit is set.

AUTH Writing this bit to 1 initiates the CRC calculation. The
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Figure 4 provides a pseudo-code example of calculating the CRC in software and Figure 5 shows an example of
the CRC calculations inputs and associated output.

poly AN 1) [
strepy, imiut, key , 2. 01/ -
str(iat input, challenge 2 . 0]/ -
for'i o § i /
A ‘ '
if crc P] Minput ]/
crc "crc _ | ~poly .
else
crc crc

Figure 4. Pseudo-C Code for CRC Calculation

2 5 11 16
Polynomial®™1 x x x X
P 15:0]™1010010000010000 ( binary}
" A410 hex)
Seed 15:0]1™ 6a ¢ hexi

Decrypted Device ID ™ 65a b4f3q‘dcc2’r d “ hexi
Random Challenge ™ aod 1d~e hex)

CRC input ™ 200 1de65a ®4f3dcc2? d ! hex
CRC output™” efy

Figure 5. Example Inputs and Output of CRC Calculation

Writing and Reading Nonvolatile Memory

The bg26150 has sixteen bytes of nonvolatile one time programmable memory for general use and 32 bytes for
authentication information that can be programmed by the HDQ engine. All OTP registers are cleared at final
test, allowing for programming at pack manufacturing.

Programming a nonvolatile memory location requires sending the HDQ write command to that location and then
pulling the HDQ line up to 7 V for 300 ps. If the programming pulse is not provided, the data transmitted by the
host will not programmed into the OTP. Figure 6 shows an example of writing and programming address 0x71
with data 0Ox55 (timings are not drawn to scale). Figure 6, Figure 7 and Table 2 provide more information on the
programming pulse specifications.

VpProG \

VPuIIu-:p I
GND
tpon H
Figure 6. Writing and Programming OTP Example
10 Submit Documentation Feedback Copyright © 2005-2009, Texas Instruments Incorporated
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triSE j‘—ﬁi tpPrOG 4”‘—5 tFALL
Figure 7. OTP Programming Pulse
Table 2. OTP Programming Specifications
PARAMETER TEST CONDITIONS MIN MAX | UNIT
tpon Write to pulse rise 2 us
trisE Pulse rise time No overshoot above 7.7 V 1 10 us
tprOG Pulse high time 300 ys
trALL Pulse fall time 1 10 us

The nonvolatile memory can be written to more than once. However, the data already in the byte goes through a
logical bitwise OR with the new data. For example, if address 0x71 was programmed with data 0x55 initially and

a second program to address 0x71 with data OXAA was performed, subsequent reads of address 0x71 would
return data OxFF (0x55 OR OxAA
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Cryptography Glossary
This glossary is not intended to be exhaustive, but provides a quick reference to some of the terms included in
this document.
Plaintext
Data in an immediately usable form. Texas Instruments Incorporated is an example of a plaintext string.
Ciphertext

Data that has been encrypted with any of a number of cipher algorithms. If bq26150 is the plaintext, the
ciphertext string might be represented as *)d*0dsF.

Shared Secret Key

A key used by both Texas Instruments Incorporated and the host manufacturer to encrypt or decrypt the
unique device ID. Contact the factory for more specific information.

Unique Device ID

A 96-bit value used to calculate the CRC authentication value.
Encrypted Polynomial Coefficients

Encrypted version of the 16-bit device specific CRC polynomial.
Encrypted Device ID

The encrypted version of the 96-bit unique device ID.

REVISION HISTORY

Changes from Original (January 2005) to Revision A Page
¢ Changed Text and illustration throughout the data SNEET ..........cccoiiiiiii i 1
Changes from Revision A (July 2005) to Revision B Page
e Changed the data sheet status from Product Preview t0 ProdUCHION ...........ccoiiiiiiiieiiiieee e 1
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PACKAGING INFORMATION

Orderable Device Status Package Type Package Pins Package Eco Plan Lead/Ball Finish ~ MSL Peak Temp Op Temp (°C) Top-Side Markings Samples
@ Drawing Qty @ €} @
BQ26150DCKR OBSOLETE SC70 DCK 5 TBD Call Tl Call Tl -20to 70 BNO
BQ26150DCKRG4 ACTIVE SC70 DCK 5 TBD Call Tl Call Tl -20to 70
Samples

® The marketing status values are defined as follows:

ACTIVE: Product device recommended for new designs.

LIFEBUY: Tl has announced that the device will be discontinued, and a lifetime-buy period is in effect.

NRND: Not recommended for new designs. Device is in production to support existing customers, but Tl does not recommend using this part in a new design.
PREVIEW: Device has been announced but is not in production. Samples may or may not be available.

OBSOLETE: Tl has discontinued the production of the device.

@ Eco Plan - The planned eco-friendly classification: Pb-Free (RoHS), Pb-Free (RoHS Exempt), or Green (RoHS & no Sb/Br) - please check http://www.ti.com/productcontent for the latest availability
information and additional product content details.
TBD:

Addendum-Page 1
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

Tl warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

Tl does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by Tl for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of Tl components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, Tl components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No TI components are authorized for use in FDA Class Il (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

Tl has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.

Products Applications
Audio www.ti.com/audio Automotive and Transportation —www.ti.com/automotive
Amplifiers amplifier.ti.com Communications and Telecom  www.ti.com/communications

Data Converters
DLP® Products

DSP

Clocks and Timers
Interface

Logic

Power Mgmt
Microcontrollers
RFID

OMAP Applications Processors
Wireless Connectivity

dataconverter.ti.com

www.dlp.com

dsp.ti.com
www.ti.com/clocks

interface.ti.com

logic.ti.com

power.ti.com
microcontroller.ti.com

www.ti-rfid.com
www.ti.com/omap

Computers and Peripherals
Consumer Electronics
Energy and Lighting
Industrial

Medical

Security

Space, Avionics and Defense
Video and Imaging

Tl E2E Community

www.ti.com/wirelessconnectivity

www.ti.com/computers

www.ti.com/consumer-apps

www.ti.com/energy
www.ti.com/industrial

www.ti.com/medical

www.ti.com/security
www.ti.com/space-avionics-defense

www.ti.com/video

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
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